Change Request Form

Information is required when submitting a suggested change to the project.
	Contact Name


	Contact Info:
	Agency:
	Date:


	
	Phone:

Email:
	
	

	Application Name:
	
	
	


	Description of Change:

	


A SECURITY IMPACT ASSESSMENT FORM IS TO BE COMPLETED FOR EACH CR: 
[image: image1.emf]SIA.docx


	FOR CCB USE ONLY
	HEAT Reference #  

	Decision:
	Priority:

	F&AM Technical Response, Questions, Clarification of Change (if applicable):

	

	Affected Area or Application:

	Application(s):

	Hardware:

	Software:
	Version:

	Configuration:

	Other (Network, Firewall, etc.)



Section 2: Detailed Security Information: Fill SIA Questionnaire out for each PCR to be submitted[footnoteRef:1]. If any question is marked “Yes”, please submit the form and associated PCR to the ISSO for review.   [1:  This will provide auditable process artifacts for Security Self-Assessment(s)] 


		Will the proposed change:

		



		1. Introduce new technology or tools? 

2. Require modification to existing operating systems, databases, web services, or other system components?

3. Require adding servers, databases, or other components?

(e.g., CM-2 Baseline Configuration, CM-6 Configuration Settings, CM-7 Least Functionality)

		|_| Yes      |_| No

<If yes, describe how.>  



		1. Affect access control/account management processes?

2. Alter user roles (e.g., add new or expand functionality, impact any “privileged” user roles)? 

3. Impact separation of duties/least privilege?

(e.g., AC-2 Account Management, AC-3 Access Enforcement, AC-5 Separation of Duties, AC-6 Least Privilege)

		|_| Yes      |_| No

<If yes, describe how.>  



		Alter identification/authentication processes for users?

(e.g., IA-2 Identification & Authentication, IA-4 Identifier Management, IA-5 Authenticator Management)

		|_| Yes      |_| No

<If yes, describe how.>  



		Impact the system’s auditable events or other audit capabilities? 

(e.g., AU-2 Auditable Events, AU-3 Content of Audit Records)

		|_| Yes      |_| No

<If yes, describe how.>  



		Alter or provide a new method of connection to the system or a new interface with another system?

(e.g., AC-4 Information Flow Enforcement, CA-3 Information System Connections, SA-9 External Information System Services)

		|_|  Yes      |_|  No

<If yes, describe how.>  



		Involve data exchange (e.g., import or export of data)?

(e.g., AC-3 Access Enforcement; AC-20 Use of External Information Systems, SI-9 Information Input Restrictions)

		|_|  Yes      |_| No

<If yes, describe how.>  



		Allow for the collection of new types of information (e.g., Personally Identifiable Information or other information types contained in NIST SP 800-60 Volume I or II.)?

(e.g., PL-5 Privacy Impact Assessment, RA-2 Security Categorization)

		|_|  Yes      |_| No

<If yes, describe how.>  



		Impact any other aspect of security (if there is a potential security impact beyond the items identified above).   

		|_|  Yes      |_| No

<If yes, describe how.>  



		If any question was marked “Yes”, please submit the SIA form to the ISSO for review.  

		



		ISSO Review and Approval/Rejection.  

If any answers to the questions impact security, then the ISSO shall reject, approve with modification or approve the change.  

|_|  Change APPROVED as originally proposed.

|_|  Change APPROVED with Modification (see explanation)

|_|  Change REJECTED (see explanation)

		<Explain modifications required or reason change as proposed is rejected.>










